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Abstract Syntax Notation:
ASN.1
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ASN.1. For example, this data structure may be encoded according to some encoding
rules and sent to the destination using the TCP protocol. The ASN.1 specifies several
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1.1.3 The ENUMERATED type

http://www.iana.org/protocols/forms.htm
http://www.iana.org/protocols/forms.htm
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1.3 ASN.1 Constructed Types

1.3.1 The SEQUENCE type

This is an ordered collection of other simple or constructed types. The SEQUENCE
constructed type resembles the C ”struct” statement.

Address ::= SEQUENCE {
-- The apartment number may be omitted
apartmentNumber NumericString OPTIONAL,
streetName PrintableString,
cityName PrintableString,
stateName PrintableString,
-- This one may be omitted too
zipNo NumericString OPTIONAL

}

1.3.2 The SET type

This is a collection of other simple or constructed types. Ordering is not important. The
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-- an array of structures defined in place.
ManyCircles ::= SEQUENCE OF SEQUENCE {

radius INTEGER
}

1.3.5 The SET OF type

The SET OF type models the bag of structures. It resembles the SEQUENCE OF type,
but the order is not important: i.e. the elements may arrive in the order which is not
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Chapter 3

Quick start

After building and installing the compi9er, theasn1c1
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Overall Options Description

-E Stop after the parsing stage and print the reconstructed
ASN.1 specification code to the standard output.

-F Used together with -E, instructs the compiler to stop after the
ASN.1 syntax tree fixing stage and dump the reconstructed
ASN.1 specification to the standard output.

-P Dump the compiled output to the standard output instead of
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4.3.2 Encoding DER

The Distinguished Encoding Rules is thecanonicalvariant of BER encoding rules. The
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Please look into der_encoder.h for the precise definition of der_encode() and related
types.

4.3.3 Encoding XER

The XER stands for XML Encoding Rules, where XML, in turn, is eXtensible Markup
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it does not point to the memory block directly allocated by memory allocation routine,
but instead lies within such a block allocated for my_figure structure.
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34 CHAPTER 5. STEP BY STEP EXAMPLES

5.2 A ”Rectangle” Decoder

This chapter will help you to create a simple BER decoder of a simple ”Rectangle”
type used throughout this document.

1.
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#include <stdio.h>#include <sys/types.h>#include <Rectangle.h> /* Rectangle ASN.1 type */

int main(int ac, char **av) {char buf[1024]; /* Temporary buffer */Rectangle_t *rectangle = 0; /* Type to decode */asn_dec_rval_t rval; /* Decoder return value */FILE *fp; /* Input file handler */size_t size; /* Number of bytes read */char *filename; /* Input file name */

/* Require a single filename argument */if(ac != 2) {fprintf(stderr, ”Usage: %s <file.ber>\n”, av[0]);exit(64); /* better, EX_USAGE */} else {filename = av[1];}

/* Open input file as read-only binary */fp = fopen(filename, ”rb”);if(!fp) {perror(filename);exit(66); /* better, EX_NOINPUT */}

/* Read up to the buffer size */size = fread(buf, 1, sizeof(buf), fp);fclose(fp);if(!size) {fprintf(stderr, ”%s: Empty or broken\n”, filename);exit(65); /* better, EX_DATAERR */}

/* Decode the input buffer as Rectangle type */rval = ber_decode(0, &asn_DEF_Rectangle,(void **)&rectangle, buf, size);if(rval.code != RC_OK) {fprintf(stderr,”%s: Broken Rectangle encoding at byte %ld\n”,filename, (long)rval.consumed);exit(65); /* better, EX_DATAERR */}

/* Print the decoded Rectangle type as XML */xer_fprint(stdout, &asn_DEF_Rectangle, rectangle);

return 0; /* Decoding finished successfully */}
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