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Chapter 1

Abstract Syntax Notation:
ASN.1
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ASN.1. For example, this data structure may be encoded according to some encoding
rules and sent to the destination using the TCP protocol. The ASN.1 specifies several



1.1. SOME OF THE ASN.1 BASIC TYPES

1.1.3 The ENUMERATED type


http://www.iana.org/protocols/forms.htm
http://www.iana.org/protocols/forms.htm
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1.3. ASN.1 CONSTRUCTED TYPES 11

1.3 ASN.1 Constructed Types
1.3.1 The SEQUENCE type

This is an ordered collection of other simple or constructed types. The SEQUENCE
constructed type resembles the C "struct” statement.

Address ::= SEQUENCE {
-- The apartment number may be omitted

apartmentNumber NumericString OPTIONAL,
streetName PrintableString,

cityName PrintableString,
stateName PrintableString,

-- This one may be omitted too

zipNo NumericString OPTIONAL

}

1.3.2 The SET type

This is a collection of other simple or constructed types. Ordering is not important. The
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-- an array of structures defined in place.
ManyCircles ::= SEQUENCE OF SEQUENCE {
radius INTEGER

}

1.3.5 The SET OF type

The SET OF type models the bag of structures. It resembles the SEQUENCE OF type,
but the order is not important: i.e. the elements may arrive in the order which is not
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Chapter 2

Introduction to the ASN.1
Compiler
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CHAPTER 2.

INTRODUCTION TO THE ASN.1 COMPILER



Chapter 3

Quick start

After building and installing the compiSQer, thenlc
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CHAPTER 3. QUICK START
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CHAPTER 4. USING THE ASN.1 COMPILER

Overall Options

| Description

-E

Stop after the parsing stage and print the reconstructed
ASN.1 specification code to the standard output.

-F Used together with -E, instructs the compiler to stop afterthe
ASN.1 syntax tree fixing stage and dump the reconstructed
ASN.1 specification to the standard output.

-P Dump the compiled output to the standard output instead of
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4.3.

INVOKING THE HELPER CODE
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4.3.2 Encoding DER

The Distinguished Encoding Rules is ttenonicalvariant of BER encoding rules. The
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Please look into der_encoder.h for the precise definition of der_encode() and related
types.

4.3.3 Encoding XER
The XER stands for XML Encoding Rules, where XML, in turn, is eXtensible Markup
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it does not point to the memory block directly allocated by memory allocation routine,
but instead lies within such a block allocated for my_figure structure.
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CHAPTER 5. STEP BY STEP EXAMPLES

#include <stdio.h>
#include <sys/types.h>
#include <Rectangle.h>  /* Rectangle ASN.1 type */

/*

* This is a custom function which writes the

* encoded output into some FILE stream.

*/

static int

write_out(const void *buffer, size_t size, void *app_key) {
FILE *out_fp = app_key;
size_t wrote;

wrote = fwrite(buffer, 1, size, out_fp);

return (wrote == size) ? 0 : -1,

}

int main(int ac, char **av) {
Rectangle_t *rectangle; /* Type to encode */
asn_enc_rval_t ec; /* Encoder return value */
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5.2 A"Rectangle” Decoder

This example will help you to create a simple BER decoder of a simple "Rectangle”



#inelude =siditdptett> /* Rectangle ASN.1 type */

Titemarsider puiidpion Sl eomrE mbgumaht &v[0]);
peden e sgshoplyThinary */

KerPtprintirddegodednREERNRlectangieasrestdhglé);

} return O; /* Decoding finished successfully */

52 A"RFCTANGI! 3” DFCODER 25






Chapter 6

Constraint validation examples

This chapter shows how to de,002ne ASN.1 constraints and use the generated validation
code.

6.1 Adding constraints into "Rectangle” type

This example shows how to add basic constraints to the ASN.1 speci,002cation and how
to invoke the constraints validation code in your application.

1. Create a file namegtctangle.asnlwith the following contents:

RectangleModuleWith/F30 raints DEFINITIONS ::=
BEGIN

Rectangle ::= SEQUENCE {
height INTEGER (0..100), -- Value range constraint
width INTEGER (0..MAX) -- Makes width non-negative

}

END

encoding and/oafter decoding the Rectangle type

2. Compile the file according o procedures shown in the previous chapter.

3. Modify the Rectangle type processing routine (you can start with the main()
routine shown in the Sectidh2 on page34) by placing the following snippet of
codebefore B

IPlacing the constraint checking cobleforeencoding helps to make sure you know the data is correct
and within constraints before sharing the data with anyone else.

Placing the constraint checking codfter decoding, but before any further action depending on the de-
coded data, helps to make sure the application got the valid contents before making use of it.
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CHAPTER 6. CONSTRAINT VALIDATION EXAMPLES

int ret; [* Return value */
char errbuf{128]; /* Buffer for error message */
size_t errlen = sizeof(errbuf); /* Size of the buffer */

[* ... here may go Rectangle decoding code ... */
ret = asn_check_constraints(asn_DEF_Rectangle,

rectangle, errbuf, &errlen);
[* assert(errlen ;5e600(hexgle,)-r600(91(aintsi(aintsyou...)-600(here)-rel(here)-on(Size)-6atrn)-600(ve
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